STIR/SHAKEN,
& Anti-
Robocall

How STIR/SHAKEN works
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Teraquant Corporation
2400 Central Ave, Suite P-2
Boulder, CO 80301

ph: +1.719. 488. 1003

fx: +1. 303.547.3248
www.teraquant.com




Teraquant Corporation

Anti-Robocall & STIR/SHAKEN Solutions

* STIR/SHAKEN - call authentication & verification
e Fully Authorized against the

e Standards compliant
* Approved by Policy Administrator (STI-PA)
as an STI - Certificate Authority (CA)
* Participation in industry associations,
contributing to standards.

* Ensuring software is up to date.
e QOut-of-Band STIR for TDM legacy networks

* Modified caller ID & CNAM
Numera}ﬁe

f{“,7 (.’
®* v .ors
For example, a full form of PASSporT in an Identity header might look

* Rich Call Data
e Comprehensive Reporting
Exam I fth as follows (backslashes shown for line folding only):
ple of the
Identity: eyJhbGciOiJFUzI1NiIsInR5cCI6InBhc3Nwb3J0IiwieDVII \
SHAKEN o

joiaHROCHM6LY9jZXJ0LMV4YW1lwbGUub3JInL3Bhc3Nwb3J0LmN1lciJ9.eyJ \
kZXNOIjp7InVyaSI6WyJzaXA6YWxpY2VAZXhhbXBsZ2S5jb20iXX0sImlhdC \
ce rt ifi cate i na S I P 16IjEONDMyMDgzNDUiLCIvemlnIjp7InRuljoiMTIXNTUINTEYMTIifX0.r \
g3pjT1lhoRwakEGjHCnWSwUnshd0-zJ6F 1VOgFWS JHBr8Qjpjlk-cpFYpFYs \
0jNCpTz03QfPOlckGaS6hEck7w; info=<https://biloxi.example.org \

INVITE /biloxi.cert>

Teraquant is proud to partner with Nemeracle to offer the
ClearlP service, helping you to implement Anti-Robocall &
STIR/SHAKEN Solutions. Teraquant’s enhanced Out-of-Band
STIR solution is seamless & scales better. We ensure
STIR/SHAKEN is reliably integrated in your network, on your
hardware or virtual infrastructure, in private cloud or public
cloud, interworking with your network devices and your
partner’s networks.

Allrights reserved
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Realizing the added value of anti-Robo Calling
with Rich Call Data

Rich Call Data is additional information about the caller sent in the
SHAKEN token. The information is presented to the called parties,
hopefully encouraging them to answer the calls.

This has very attractive added value to be delivered by service
providers to your enterprise customers. Imagine how helpful Rich
Call Data would be in these situations:

A doctor’s office calls their patient to confirm an appointment.
A school clinic calls a parent to let them know their child is
sick.

A delivery driver calls to confirm that someone is home to sign
for the delivery.

A service contractor (e.g., plumber, electrician) calls to make
sure someone is home to let the contractor in to do the work.

S

wll AT&T LTE 10:59 AM 86% ()

Rich Call Data provides a great opportunity Riverwood High
for service providers: 470-254-1980
@ verified
* Service providers can offer Rich Call Clinic
Data service to enterprise customers as

a value-add.
e Because it’s built on STIR/SHAKEN, it’s
secure. No spoofing.

* The enterprise customer provides the o PS
Rich Call Data, so it’s up-to-date and Remind Me e
brand compliant.

* Teraquant has included support for — ‘
Rich Call Data in our STIR/SHAKEN Decline Accept

solutions.
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Out-of-Band STIR/SHAKEN
The solution for legacy TDM (SS7 & POTS)

networks
i

Call Placement Server
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« TCAP accesses SCP for GTT

* The parses the TCAP message

« Converts cdpn/cgpa to SIP - TO/FROM

* Sends SIP INVITE to STIR/SHAKEN service

« STIR/SHAKEN service places PASSporT on CPS

* Presence of PASSporT is advertised to terminating

CO
Teraquant Out-of-Band STIR/SHAKEN is implemented

without hardware intervention and with no network
changes . Ask your Local Tandem operator to contact
Teraquant




Why Teraquant

Core to our value system is the philosophy of the man who invented modern business
management, Peter Drucker “If you can’t measure it, you can’t improve it.” Our
roots are in test and monitoring which is the foundation of quality. We build-in
Service Assurance, benchmarking, KPls and security monitoring. This allows you to
baseline improvements and when troubleshooting, to readily access settings and
scenarios of a working example.

Uniguely, we ensure products are implemented as solutions, on your hardware or
virtual infrastructure, interwork with your network and your partner’s networks, in
private cloud or public cloud and exceed on expectations. We also proactively
manage the vendor interface and get the best out of our vendors for you

W@ﬂmm:.’wf never roﬂfyzfya:’mt Wauﬁéjﬁaarz’ry amfﬂem’fy to root cause qm’:[@ is what our
company fas been built on. Wejfép@e we will never blame others. We wzf&’ujz‘ﬂez‘ rgﬁz‘ to the /oz’m'
ﬂmﬁﬂ’m/ﬁfe /Jm’of g" the 1ot cause f the problem.

The Teraquant pledge

No Finger-Pointing

For further information, click here:
https://www.teraquant.com/product-solutions/tgprotector
Or please contact us at Info@teraquant.com

Teraquant Corporation
ph: 719 488 1003
www.teraguant.com

Network Monitoring and Service Assurance - Speech Quality Experts (PESQ/POLQA) and
Active Testing - Reporting — HPBX - Session Border Controllers — Session Vector Routing and
SD WAN - Big Data Analytics - VoIP Fraud Management

All rights reserved
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https://www.teraquant.com/product-solutions/tqprotector
mailto:Info@teraquant.com
http://www.teraquant.com/
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